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TERMS OF SERVICE
Lesion.io  ·  Lesion Search

Last Updated: 10/6/2026       Effective Date: 7/23/2026

These Terms of Service (“Terms”) govern your access to and use of the services offered by Lesion.io, LLC 
(“Lesion.io”), Lesion.io platform, the Lesion Search service, and related software(s) (collectively, the 
“Services”). By accessing or using Lesion.io Services, whether free or paid, you agree to be bound by these 
Terms and our Privacy Policy. If you are using the Services on behalf of an organization, you represent that 
you have authority to bind that organization to these Terms.

1.  Agreement and Acceptance

1.1  Acceptance

By using the Services, you acknowledge that you have read, understood, and agree to be bound by these 
Terms and any additional terms referenced herein. If you do not agree, you may not use the Services.

1.2  Eligibility

You represent that you are at least the age of majority in your jurisdiction and have the legal capacity to 
enter into these Terms.

1.3  Definitions

“Content” means data made available through the Services, including vulnerability information, common 
vulnerability exposure (“CVE”), exploits, proof-of-concepts (“PoCs”), enrichment data, remediation guidance, 
references, scores, and related security material. “User Submissions” means any content you contribute to 
the Services, including PoC submissions, enrichment contributions, comments, community posts, and 
expressions of appreciation (“respect”). “Authorized Target” means a system, network, or asset that you 
own or for which you hold documented, current authorization to conduct security testing.

2.  Provision of Services

2.1  Description

Lesion Search provides a security research and vulnerability intelligence platform that enables users to search 
and retrieve datasets containing vulnerability information, CVEs, exploits, proof-of-concepts (PoCs), 
remediation guidance, references, and related security content.
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2.2  Access Levels

Services may be provided in Free and Paid subscription tiers. Availability of features and data is determined 
by your subscription level. We may modify, limit, or discontinue features at any time.

2.3  Early Access and Beta Features

Some Services or features are offered on an early-access, preview, or beta basis (“Beta Features”). Beta 
Features are provided “as is” for evaluation, may be incomplete or unstable, may change or be withdrawn at 
any time, and are excluded from any service commitments or warranties. Pricing for early-access tiers is not 
final and may change before general availability.

2.4  Nature of the Service — Informational Enrichment Only

Lesion Search is an informational and enrichment service. It consolidates, enriches, and presents information 
about publicly reported vulnerabilities and CVEs. Enrichment data made available through the Services is 
reviewed by experienced security professionals for detail and correctness. Notwithstanding that review, all 
enrichment data, exploits, PoCs, and payloads are provided on an “as-is” basis for informational and research 
purposes only, and you use them entirely at your own risk. Lesion.io does not perform, direct, or participate 
in any testing you conduct, is not a party to your use of any Content, and is not responsible or liable for how 
you use, adapt, or deploy any Content. You must independently review and verify all Content before use.

3.  Accounts and Security

3.1  Account Registration

To access certain features, you must create an account with accurate and complete information. You are 
responsible for safeguarding your account credentials.

3.2  Account Security

You agree not to share your account, credentials, or API keys with others, and to notify Lesion.io immediately 
of any unauthorized access. You are responsible for all activity that occurs under your account.

4.  Acceptable Use and Prohibited Conduct

4.1  Permitted Use

You may use the Services for lawful research, authorized penetration testing, and security analysis consistent 
with applicable laws and these Terms.

4.2  Authorization and Lawful-Use Representation

The Services provide information about exploits, payloads, and proof-of-concept code intended for defensive 
research and authorized security testing. You represent, warrant, and agree that:

 You will use exploits, PoCs, and payloads obtained through the Services only against Authorized Targets, 
and only where such testing is legal in your jurisdiction and the target's jurisdiction;

 You will obtain and retain documented authorization before testing any system you do not own;
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 You will not use the Services to gain unauthorized access to, disrupt, or damage any system, network, or 
data; and

 You are solely responsible for ensuring your use complies with all applicable laws, including computer-
misuse, anti-hacking, and data-protection laws.

4.3  Prohibited Conduct

You agree not to:

 Attempt to bypass or circumvent access controls, usage limits, API protections, or security safeguards.
 Use the Services to engage in illegal hacking, unauthorized access, or distribution of malware.
 Make bulk or automated requests, scrape, or harvest data without prior written consent.
 Share, resell, or redistribute Services or data without authorization.
 Use the Services in a manner that disrupts platform availability or performance.
 Use the Services to develop, deploy, or operate malware, ransomware, or offensive tooling against 

systems you are not authorized to test, or for any criminal purpose.

Unauthorized use may result in immediate termination and liability for damages.

5.  Community Contributions and User Submissions

5.1  Community Features

The Services include community features that allow users to contribute PoC submissions and enrichment 
content, and to send communications knowns as “respect” to recognize other contributors. You are 
responsible for your User Submissions.

5.2  Ownership of Submitted Data

By submitting, posting, or contributing a User Submission, and as a condition of using the community 
features, you irrevocably assign to Lesion.io all right, title, and interest in and to that User Submission and the 
data it contains. All User Submissions and contributed data hosted on the platform are owned by Lesion.io. 
The contributing user will be credited as the creator of their contribution (attribution), but Lesion.io retains 
sole ownership of the submitted data because it is hosted, stored, enriched, and made available through our 
platform. To the extent any rights do not assign automatically, you grant Lesion.io a worldwide, perpetual, 
irrevocable, royalty-free, sublicensable, and transferable license to host, store, reproduce, modify, adapt, 
enrich, publish, display, aggregate, and distribute the User Submission for any purpose related to the 
Services.

5.3  Submission Warranties

You represent and warrant that you have all necessary rights to submit and assign your User Submissions; 
that your User Submissions do not infringe any third party's intellectual-property, privacy, or other rights; 
that any PoC or exploit code you submit was lawfully obtained or developed and does not contain 
undisclosed malicious functionality (such as backdoors, data exfiltration, or destructive payloads beyond 
what is described); and that your User Submissions comply with these Terms and applicable law.
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5.4  Scoring and Evaluation 

Contributions are scored through evaluation by a group of qualified security professionals who grade each 
contribution based on factors including the detail, quality, and correctness of the submitted data. Scores are 
determined and controlled solely by Lesion.io, are provided for informational and operational purposes, and 
may be adjusted, recalculated, or removed at any time at our discretion. Scoring may directly affect 
contributor compensation as described in Section 5.5. We do not guarantee any particular score, and scoring 
decisions are final.

5.5  Contributor Compensation

Lesion.io intends to offer, as the platform advances, compensation to contributors based on the value and 
scoring of their contributions. Any such compensation is discretionary and subject to a separate contributor 
or payout agreement, eligibility requirements, and applicable law and tax obligations. Until such a program is 
formally offered and you accept its terms, contributions are made voluntarily and without any obligation of 
payment by Lesion.io.

5.6  Recognition (“Respect”)

Users may send “respect” communications to acknowledge and appreciate the contributions of others. 
Respect is a non-monetary form of recognition, carries no cash or redeemable value, and confers no 
ownership, payment, or other entitlement. Lesion.io may modify or remove the respect feature at any time.

5.7  Feedback

If you provide suggestions, ideas, or feedback about the Services, such is done at your own free will and you 
grant Lesion.io a perpetual, irrevocable, worldwide, royalty-free license to use and incorporate that feedback 
without restriction or obligation to you.

6.  Fees and Subscriptions

6.1  Payments

Paid Services require payment of subscription fees as described at signup or on our pricing page. Fees are 
non-refundable except as required by law. Payments are processed by our third-party payment processor 
Stripe Inc; you agree to their terms in addition to these Terms.

6.2  Trial Subscriptions

Trial access may be offered at our discretion and may automatically convert to a Free or Paid subscription 
unless cancelled before the end of the trial period.

6.3  Pricing Changes

We may change subscription pricing with notice. Fee changes will apply upon renewal.

6.4  Taxes

Fees are exclusive of taxes. You are responsible for all applicable sales, use, VAT, and similar taxes, other than 
taxes on our net income.
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7.  Intellectual Property

7.1  Ownership

All content, software, tools, search results, scores, and technology provided through the Services remain the 
exclusive property of Lesion.io and its licensors. User Submissions become the property of Lesion.io as set out 
in Section 5, with attribution and compensation to the contributing creator.

7.2  License

Subject to your compliance with these Terms, Lesion.io grants you a limited, non-exclusive, non-transferable, 
revocable license to use the Services for internal research and testing only.

7.3  Restrictions

You may not reproduce, distribute, modify, or create derivative works based on the Services without prior 
written consent.

8.  Third-Party Data, Links, and Export Controls

8.1  Third-Party Data Sources and APIs

Lesion.io utilizes data, content, and services made available through a variety of third-party application 
programming interfaces (“APIs”) and external data sources in order to provide, enhance, and maintain its 
services. These third-party sources are owned and operated by independent entities and are not under the 
control of Lesion.io.

This product uses data from the NVD API but is not endorsed or certified by the National Vulnerability 
Database (NVD), the National Institute of Standards and Technology (NIST), or any other governmental or 
third-party organization. References to third-party data sources, standards, frameworks, or APIs are provided 
solely for informational and functional purposes.

Lesion.io does not guarantee the accuracy, completeness, timeliness, or availability of data obtained from 
third-party APIs and expressly disclaims any responsibility or liability for errors, omissions, interruptions, or 
inaccuracies in such data. The availability and functionality of features that rely on third-party APIs may be 
subject to change, limitation, or discontinuation at any time without notice.

All trademarks, service marks, logos, and names associated with third-party APIs and data sources are the 
property of their respective owners. Use of such third-party data does not imply any affiliation, sponsorship, 
endorsement, or certification by those entities unless expressly stated otherwise.

8.2  Third-Party Links

The Services may link to third-party repositories, PoC code, advisories, and websites (including GitHub PoCs 
and Metasploit modules). We do not control and are not responsible for third-party content, and accessing it 
is at your own risk and subject to the third party's terms.

8.3  Export Controls and Sanctions

The Services and related technical data may be subject to export-control and sanctions laws, including those 
of the United States (such as the Export Administration Regulations and OFAC sanctions). You represent that 
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you are not located in, and will not access or use the Services from, any embargoed or sanctioned 
jurisdiction, and that you are not on any restricted-party or denied-party list. You agree not to export, re-
export, or transfer the Services or any Content in violation of applicable export or sanctions laws.

9.  Disclaimers and Limitations

9.1  No Warranty

The Services are provided “as is” and “as available” without warranties of any kind, whether express, implied, 
or statutory, including accuracy, completeness, merchantability, or fitness for a particular purpose. This 
includes the usage of the exploits and/or PoCs that are provided by the search function. You must verify all 
payloads before utilizing them.

9.2  Limitation of Liability

To the maximum extent permitted by law, Lesion.io and its Services shall not be liable for any indirect, 
consequential, incidental, or punitive damages, including loss of data, profits, or business interruption. Our 
total aggregate liability shall not exceed the amount paid by you in the 12 months preceding the claim.

9.3  Assumption of Risk

You acknowledge that exploits, PoCs, and payloads are inherently capable of causing harm if misused, and 
that you assume all risk arising from your use of Content, including any testing you perform. Lesion.io is not 
responsible for damage to any system resulting from your use of Content.

10.  Indemnification

You agree to indemnify, defend, and hold harmless Lesion.io, and its affiliates, contractors, partners, officers, 
managers, and employees from any claims, liabilities, losses, and expenses (including reasonable legal fees) 
arising from your use of the Services, your User Submissions, or your violation of these Terms or applicable 
law.

11.  Termination

11.1  Termination by You

You may terminate your account at any time through your account settings.

11.2  Termination by Us

Lesion.io may suspend or terminate your access at any time for violation of these Terms or for any reason at 
our discretion.

11.3  Effect of Termination

Upon termination your access will cease, and we may delete your data in accordance with our Privacy Policy.
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11.4  Survival

Provisions that by their nature should survive termination — including intellectual property, ownership of 
User Submissions, disclaimers, limitation of liability, indemnification, and governing law — survive 
termination of these Terms.

12.  Copyright and DMCA Complaints

We respect intellectual-property rights and respond to notices of alleged infringement. If you believe Content 
or a User Submission infringes your copyright, send a notice with the information required under the DMCA 
(identification of the work, the material, your contact information, and a good-faith statement) to our 
designated agent at [support@lesion.io]. We may remove allegedly infringing material and terminate repeat 
infringers.

13.  Changes to Terms

We reserve the right to modify or replace these Terms at any time. Material changes will be notified to you 
through our platform or email. Continued use after changes constitutes acceptance.

14.  Governing Law and Dispute Resolution

14.1  Governing Law

These Terms and any dispute arising out of or relating to them or the Services are governed by the laws of 
the State of Utah, United States, without regard to its conflict-of-laws rules.

14.2  Binding Individual Arbitration

Any dispute, claim, or controversy arising out of or relating to these Terms or the Services shall be resolved 
exclusively by final and binding arbitration administered by the American Arbitration Association (AAA) under 
its applicable rules. The arbitration shall be seated in Box Elder County, Utah, and conducted on an individual 
basis only. Judgment on the award may be entered in any court of competent jurisdiction. Notwithstanding 
the foregoing, either party may bring an individual action in the state or federal courts located in Utah for 
injunctive or equitable relief relating to intellectual property, unauthorized access, or misuse of the Services.

14.3  Exclusive U.S. Venue

For any matter not subject to arbitration, you agree that the state courts located in Box Elder County, Utah, 
United States, shall have exclusive jurisdiction and venue, and you consent to personal jurisdiction in those 
courts and waive any objection based on inconvenient forum.

14.4  Class-Action Waiver

All disputes must be brought in your individual capacity, and not as a plaintiff or class member in any 
purported class, collective, consolidated, or representative proceeding. The arbitrator may not consolidate 
more than one person's claims and may not preside over any form of a representative or class proceeding.
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15.  General Provisions

Entire Agreement. These Terms and the Privacy Policy constitute the entire agreement between you and 
Lesion.io regarding the Services and supersede prior agreements.

Severability. If any provision is held unenforceable, the remaining provisions remain in full force and effect.

Waiver. Our failure to enforce any provision is not a waiver of our right to do so later.

Assignment. You may not assign these Terms without our consent; we may assign them in connection with a 
merger, acquisition, or sale of assets.

Force Majeure. We are not liable for delays or failures caused by events beyond our reasonable control.

Notices. We may provide notices through the platform or by email to the address associated with your 
account.

16.  Contact

For questions regarding these Terms, contact us at:

Lesion.io
43 North 200 East, Tremonton, Utah 84337
support@lesion.io
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